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Tesseract Handlers

write_mmio

read_mmio

vmportxor_mmio
bruteforce_mmio

memset_mmio

writes_mmio

reads_mmio

mmio_write_scratch_ptr

write_io

read_io xor_io

bruteforce_io

memset_io

writes_io
reads_io

io_write_scratch_ptr

write_msr

kvm_hypercall



Tesseract Interpreter

2fff 1c27 ab47 5700 
adf2 3d60 092f 5488 
ec2d 9d1a 029d 56fd 
e0d1 a275 1f56 1d28 
ea78 a2fa db07 d60d 
1288 3a5a 91f9 1756 
1cae 31ad 9b9c 938e 
2a33 f597 6615 e267 
0117 1f16 b440 8a86 
9154 5b55 e4ca 9e3d 
9d19 ae79 efac e500 
8cdf 8c00 9a83 df76 
91fe d779 026c 2e2b 
9137 1ef8 eea3 d29c 
1789 5938 a36f 718a 
81e4 678c 20f5 fa0b 
774d 07f1 cee3 62bc 
d845 bc86 7631 6eac 
 

0120:
0128:
0130:
0138:
0140:
0148:
0150:
0158:
0160:
0168:
0170:
0178:
0180:
0188:
0190:
0198:
01a0:
01a8:

...

...

PRNG Stream

Robust 
Interpretation

vmport(0xbd4,0x10ea)
memset_io(0x426,0xce0,0x9dc,0xca8) 

writes_mmio(0xec8,0xad,0x10ac,0x7e9)

bruteforce_mmio(0xce4,0xdfa,0xe31,0x322)

writes_io(0x4bb,0xb8,0xeb1,0x401)

memset_mmio(0x128,0xa73,0x2b3,0xa84) 
read_mmio(0xbf3,0x907)

bruteforce_io(0x5c4,0x49a,0x94f,0xb1c)

xor_mmio(0x54b,0xa00,0xb51)
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